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ABSTRACT
This study aims to detect and analyze potential fraud in inventory management using an anomaly detection
approach based on event log data at CV Putera Bumi’s warehouse system. The main issue faced by the company
is the discrepancy between system data and physical stock conditions due to possible record manipulation and
weak internal control. The research employs a combination of process mining using the Alpha Algorithm to
reconstruct actual process flows and the Isolation Forest method to detect anomalies without requiring explicit
fraud labels. The dataset consists of warehouse event logs recorded over the past 12 months. The findings reveal
that the hybrid approach effectively identifies deviations from standard operating procedures and detects potential
fraudulent patterns such as after-hours transactions, repeated correction activities, and process skipping. Compared
to conventional audit or rule-based methods, this data-driven approach proves more adaptive in recognizing
contextual anomalies automatically. The study provides practical contributions for strengthening internal control
systems and theoretical insights into the application of unsupervised learning for fraud detection in event log data.
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INTRODUCTION

Inventory is one of the most important assets in a company, particularly in the manufacturing,
distribution, and logistics sectors. The high value of inventory makes it vulnerable to misuse,
including stock data manipulation, embezzlement, and inaccurate inventory reporting. The logistics
and storage sector globally experiences significant losses due to fraud. A report by the Association
of Certified Fraud Examiners (ACFE, 2022) noted that the average loss from fraud in this sector
reaches $150,000 per case, with most cases only uncovered after more than 14 months.
Furthermore, approximately 43% of fraud cases are perpetrated by operational employees with
direct access to goods and recording systems (Albrecht et al., 2019).

In the modern business environment, nearly all operational processes, including inventory
management, are executed through information systems that generate event logs. Event logs are
chronological records of system activity, such as user logins, data changes, transactions, and
specific process executions (van der Aalst, 2016; Mariani et al., 2019). This data not only serves as
documentation of activities but also serves as a critical source of information for audits,
performance evaluations, and fraud detection. Fraud in information systems, including those related
to inventory, is often covert. Fraudsters attempt to make their activities appear normal, making them
difficult to detect using conventional methods (Bolton & Hand, 2002; Ranshous et al., 2015). This
makes traditional approaches based on manual inspection or static rules less effective in identifying
suspicious activity in event logs.

One rapidly evolving solution is anomaly detection. This technique aims to identify patterns that
deviate from typical behavior. In the context of event logs, anomaly detection utilizes machine
learning, particularly unsupervised learning, to learn normal patterns from historical data without
requiring explicit fraud labels (Ahmed et al., 2016; Chandola et al., 2009). This approach is capable
of detecting anomalies that occur infrequently but significantly impact the security of inventory
assets (Goldstein & Uchida, 2016). Integrating event log analysis with anomaly detection methods
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can improve early detection of suspicious activity, expedite the investigation process, and minimize
potential losses due to fraud. Given the significant losses and long detection times in inventory fraud
cases, research on the application of anomaly detection to event log data is crucial for development
and implementation in the logistics and warehousing sector.

Key factors contributing to high levels of fraud in warehouses include weak internal controls,
inadequate oversight of incoming and outgoing goods transactions, and the lack a data-based
monitoring system capable of early detection of anomalies in operational activities. Singleton et al.
(2020) emphasized that manual or paper-based record-keeping is still commonplace in many small
and medium-sized companies, opening up opportunities for systematic data manipulation.

An event log analysis-based approach offers a strategic solution to mitigate fraud risk in
warehouses. Event logs generated from warehouse activities record every process, from receiving
goods and moving them between locations to issuing them. With process mining- based analysis,
companies can identify normal activity patterns, detect anomalies, and identify unusual distribution
of goods, such as spending outside operating hours or significant discrepancies between system
records and physical audit results (van der Aalst, 2016; Dumas et al., 2018).

Integrating process mining with anomaly detection techniques allows the system to learn from
historical behavior and automatically issue alerts when patterns deviate from the norm are detected.
This approach not only helps detect anomalies that are difficult to detect manually but also enables
root cause analysis to understand vulnerable points in warehouse management processes (Ahmed
et al., 2016; Goldstein & Uchida, 2016). Furthermore, process reconstruction based on event logs
can assist in event loss reconstruction investigations. The results of this analysis provide important
insights into the location, potential perpetrators, and mechanisms of fraud. This allows companies
to implement targeted preventative measures to improve the security and accuracy of inventory
records.

Within a warehousing structure, there are hierarchical levels that play a role in overseeing and
managing operational activities. These levels include the warehouse manager, the head of the
logistics division, and operational staff responsible for recording incoming and outgoing goods. At

CV Putera Bumi, the ongoing manual process is a major obstacle to improving the efficiency and
accuracy of inventory management. Manual inventory recording carries a high risk of human error
and intentional data manipulation (Garrison et al., 2021).

This vulnerability can be exacerbated by the lack of a data-driven monitoring system capable of
providing early detection of suspicious activity. In many cases, fraud in warehousing occurs through
altered transaction records, unauthorized releases, or duplicate entries, which are difficult to detect
using manual inspection methods alone (Albrecht et al., 2019; ACFE, 2022).

An event log analysis-based approach offers a more effective solution for monitoring and analyzing
warehouse activity. Event logs record the entire activity track within the system, including the time
of occurrence, the perpetrator, and the type of action taken (van der Aalst, 2016). With process
mining techniques, companies can visualize process flows in real time, identify normal patterns,
and detect deviations that indicate potential fraud (Dumas et al., 2018).

Furthermore, integrating process mining with anomaly detection methods allows the system to
automatically recognize activities that differ from common patterns without requiring explicit fraud
labels. This approach uses historical data to build a model of normal behavior, then compares it to
new activity to identify significant anomalies (Chandola et al., 2009; Ahmed et al., 2016; Goldstein
& Uchida, 2016). This research aims to explore and develop an anomaly-based fraud detection
method in event log data in a warehouse system. The primary focus is to utilize log data as the
primary source for identifying potentially fraudulent activity patterns and analyzing these anomalies
to interpret them in the context of system security and integrity. Therefore, this research is expected
to contribute to strengthening internal controls and preventing losses due to fraud in inventory
management.
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Based on the above description, the researchers are interested in conducting a study entitled
"Detection and Analysis of Fraud Event Data Logs Using an Anomaly Detection Approach."

METHODS

This research uses a quantitative, data-driven experimental approach to detect and analyze potential
fraud in CV Putera Bumi's warehousing activities. The primary data used is event logs for the past
12 months, containing attributes such as time, activity, perpetrator, item information, and storage
location. This research utilizes a combination of process mining methods with the Alpha algorithm
and anomaly detection using Isolation Forest to identify process deviations without requiring
explicit fraud labels. Data collection techniques include direct observation of warehouse activities,
interviews with staff and logistics management, and documentation of stock reports and inventory
transactions. The research process follows the CRISP-DM model, which encompasses business
understanding, data exploration, data preparation, modeling, evaluation, and simulation of the
implementation of the results.

The analysis is conducted by extracting the actual process model using the Alpha Algorithm and
then comparing it with the company's standard procedures to detect deviations that could potentially
indicate fraud. The results are presented in the form of a process map showing potential points of
deviation, along with recommendations for improving the inventory information system based on
automatic tracking. This research is expected to increase the transparency and accuracy of inventory
recording, strengthen internal controls, and serve as a basis for improving the inventory
management system to make it more efficient and free from the risk of fraud.

RESULTS AND DISCUSSION
Results
Activity Frequency Distribution

Gambar 4.1: Distribusi Frekuensi Aktivitas
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Figure 1. Activity Frequency Distribution

Figure 1 above presents a visualization of the frequency distribution of 12 unique activities recorded

in CV Putera Bumi's warehouse event log. This bar chart shows that operational activities are

dominated by goods receiving processes, such as 'Goods Receipt from Supplier' and 'Input Goods

Incoming Data', which collectively constitute the majority of the total events.

a product that is both pertinent and beneficial to its users.

The fourth stage is verification. In "Black box" testing, consumers interact with the prototype and

provide comments during verification. This exam reveals improvement areas. Feedback is analyzed

to improve system design. Through this iterative method, the final system meets user needs.

In contrast, activities such as 'Stock Data Correction' and '"Transaction Cancellation' have very low

frequencies. This distribution is important because it confirms that correction and cancellation

activities are inherently rare events. Therefore, their occurrence, although rare, should be of
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particular concern in anomaly analysis as they could potentially signal deliberate deviations from
normal

processes.

Process Model Visualization (Petri Net)
The application of the Alpha Algorithm to the event log produces a process model in Petri Net

Korei Do ok | P Peanecibsaan Kualtes h Input Deta Masuk

Figure 2. Process Model (Petri Net) Alpha Algorithm Results

Figure 2 displays a Petri Net business process model that was successfully reconstructed from event
log data using the Alpha Algorithm. This diagram maps the actual workflow that occurs in the field,
where boxes (transitions) represent activities and circles (places) represent states between activities.
The main flow that aligns with standard procedures is clearly visible, starting from 'Goods Receipt'
to 'Stock Location Update'. However, this model also visually reveals process deviations, such as a
flow that allows the 'Quality Inspection' activity to be skipped and a loop or repetition in the 'Stock
Data Correction' activity. This visualization provides fundamental evidence of the discrepancy
between standard procedures and actual practices, which forms the basis for further fraud
investigations.

Anomaly Score Distribution

The distribution of anomaly scores across all transactions shows that the vast majority
(approximately 98%) have scores below 0.6, indicating normal and consistent behavior. However,
there are a small number of transactions with very high scores, forming a "long tail" in the
distribution graph. Based on threshold analysis, transactions with anomaly scores above

0.75 are classified as significant anomalies requiring further investigation. These results identified
185 cases (approximately 0.86% of total transactions) that fall into the high anomaly category.

Gambar 4.3: Distribusi Skor Anomali
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Figure 3. Distribution of Anomaly Scores

853


mailto:editorijhess@gmail.com

International Journal Of Health, Engineering And Technology (IJHET) E-ISSN 2829 - 8683
Volume 4, Number 4, November 2025, Page 850 - 857
Email : editorijhess@gmail.com

Figure 3 is a histogram showing the distribution of anomaly scores for all transactions, as calculated
by the Isolation Forest algorithm. The horizontal axis represents the anomaly score (where lower
values indicate higher anomalies), and the vertical axis shows the number of transactions. It is clear
that the vast majority of transactions are concentrated on the right side of the graph, indicating
normal and consistent behavior. However, there is a thin "tail" on the left side, representing a small
number of transactions with very low anomaly scores. These transactions are identified by the
model as significant outliers or anomalies. This visualization validates the approach used, as it
successfully quantitatively separates typical behavior from aberrant behavior that could potentially
be fraudulent.

Discussion

Interpretation of the Relationship between Process Deviation and Anomalies

The results show a strong correlation between process deviations (found by the Alpha Algorithm)
and high anomaly scores (found by the Isolation Forest). This relationship confirms the hypothesis
that fraudulent activity often leaves a trail in the form of violations of standard workflows.
Deviation as an Anomaly Trigger: It was found that the majority of transactions with the highest
anomaly scores (>0.75) also contained one or more identified process deviations. For example, the
case of Stock Manipulation Through Illegal Loops (score 0.92) is a statistical manifestation of the
Unauthorized Workflow deviation mapped by the Alpha Algorithm. Similarly, the case of Goods
Released Outside Operating Hours (score 0.88) is directly related to the deviation of Inspection
Stage Skipping.

Synergy of Two Methods: Using both methods together provides a more comprehensive picture.
The Alpha Algorithm successfully answers "where" and "how" a process deviates from standard
operating procedures. Meanwhile, Isolation Forest successfully answers "how serious" the
deviation is and "which should be prioritized" for investigation. Without the context of process
modeling, a high anomaly score might simply be considered a statistical outlier with no clear
business significance. Conversely, without anomaly scores, all process deviations might be
perceived as having the same level of risk.

Analysis of Fraud Patterns at CV Putera Bumi

Based on the integration of findings, it can be concluded that there are several potential fraud
patterns that occur in the CV Putera Bumi warehousing system:

Abuse of Authority During Off-Hours: Significant transactions conducted outside of normal
operating hours indicate weak time-based access controls. This pattern is often a method for asset
embezzlement due to the lack of direct oversight.

Data Manipulation to Cover Up Stock Discrepancies: The discovery of illegal loops in data
correction activities indicates an active attempt to manipulate inventory records. This pattern is
likely used to conceal missing items or balance inventory records that do not match physical
conditions.

Bypassing Procedures to Expedite Illegal Processes: Skipping crucial steps such as quality and
quantity checks is not simply a matter of negligence, but a pattern that can be intentionally exploited
to expedite the release of unauthorized items or enter fictitious inventory data.

These patterns collectively highlight significant vulnerabilities in the company's manual and
systemic processes, which open up opportunities for internal fraud.

Evaluation of Method Effectiveness

The effectiveness of the combined approach in detecting fraud is evaluated based on its ability to
identify relevant and actionable anomalies.

Detection Effectiveness: This method has proven effective in detecting anomalies that are difficult
to detect through manual audits or rule-based approaches. A rule-based system may only check for
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SOP compliance but may not be able to capture contextual anomalies such as after-hours
transactions or super-fast transactions.

Quantitative Performance: In a simulated test scenario, where some transactions were intentionally
deviated, the Isolation Forest model performed well. The majority of anomalies marked with a high
score (>0.75) successfully matched the simulated fraud scenario. This indicates a high degree of
precision, meaning the detected anomalies are more likely to be truly suspicious activity, thus
reducing "false positives."

Methodological Contribution: This research demonstrates that the integration of process mining and
unsupervised anomaly detection is a powerful approach for internal audits and ongoing monitoring.
This method is not only reactive (discovering fraud that has already occurred) but also proactive, as
it can highlight process deviations that constitute security vulnerabilities before they are further
exploited.

CONCLUSION

Based on the results of research on fraud detection and analysis in event data logs using an anomaly
detection approach at CV Putera Bumi, it can be concluded that the combination of process mining
methods with Alpha Algorithm and unsupervised anomaly detection using Isolation Forest has
proven effective in identifying business process deviations that could potentially indicate fraud.
Alpha Algorithm is able to reconstruct the actual process model and detect deviations from Standard
Operating Procedures (SOPs), such as the skipping of important steps and the emergence of
unauthorized workflows, while Isolation Forest provides a quantitative score that significantly
separates normal behavior from deviant behavior. Analysis of the detected anomalies successfully
uncovered patterns that could potentially indicate fraud, including abuse of authority through
transactions outside of working hours, manipulation of stock data with repeated correction
activities, and cutting procedures to

expedite illegal processes. This data-driven approach has proven superior to conventional or rule-
based methods because it is able to detect contextual and temporal anomalies that are often missed
by traditional audit systems, thus providing a more adaptive, accurate, and proactive detection
solution in identifying potential operational fraud.
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