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Abstract

Digital transformation has become a strategic pillar in strengthening global health systems, particularly in improving
service efficiency, quality, and accessibility. These changes demand adaptive and competent health human resources
capable of responding to rapid technological advancements. This study aims to analyze the challenges and strategies
of health human resource management in addressing global changes in the digital era. A literature review method was
employed through a systematic search of scientific articles published between 2021 and 2025 using PubMed,
ScienceDirect, and Google Scholar databases. The findings indicate that major challenges in health human resource
management include limited financing, gaps in digital competence and literacy, high workload, inadequate digital
infrastructure, data security and ethical issues, and weak collaboration among stakeholders. Strategies to address
these challenges include sustained investment in digital health infrastructure, strengthening policies and regulatory
frameworks, continuous education and training, curriculum development, implementation of ethical digital
governance, and enhanced cross-sector collaboration. This review concludes that adaptive and innovative health
human resource management plays a crucial role in supporting sustainable and effective digital health transformation
in the context of global change.
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INTRODUCTION

Health digitalization has become a major trend in the medical sector, enhancing service
efficiency, expanding access through telemedicine, and supporting data-driven clinical decision-
making. In addition, digital innovation strengthens collaboration among stakeholders within an
integrated health system (Rudy C. Tarumingkeng, 2025). In the era of Industry 4.0, health human
resources serve as drivers of innovation and strategic assets that require continuous development of
digital competencies to remain competitive and prepared to face national and global challenges (Al
Rajab et al., 2023).

One of the main challenges is the digital divide, as not all individuals have equal access to or
competence in utilizing technology. Furthermore, issues related to data security and the protection of
sensitive health information have become critical concerns (Irianto, Setiawan, & Hadi, 2021). A study
by (Dwi & Purba, 2024) emphasizes that these challenges are exacerbated by limited infrastructure
and a shortage of human resources with expertise in digital technology. The COVID-19 pandemic also
highlighted the vulnerability of global health systems in responding to crises, underscoring the
importance of strengthening resilient systems through sustainable pharmaceutical supply chains and
the implementation of digital surveillance (Ibnu & Ali, 2025). Inadequate coordination between
central and local governments has further led to policy misalignment with field conditions, resulting
in low effectiveness, efficiency, and achievement of health program targets (Hadi, 2022). Additional
challenges arise from disparities in infrastructure and digital literacy, particularly in rural and remote
areas; without equitable interventions, digitalization risks deepening inequalities in health service
delivery. Therefore, strong collaboration between the public and private sectors, as well as across
countries, is required to strengthen digital governance, policy innovation, and inclusive investment to
ensure that the benefits of technology are distributed equitably (Chiam, Lim, & Teredesai, 2024).

Thus, the development and utilization of health human resources are strategic in enhancing the
competencies and performance of healthcare workers in health service facilities. Alongside efforts to
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improve and strengthen health human resource management worldwide, it is essential to consider how
these global changes shape the needs and challenges faced by the health sector (Aprianto & Zuchri,
2021). Collaborative and data-driven strategic management based on local contexts serves as a key
framework for aligning health programs with the Sustainable Development Goals (SDGs) 2030 and
Universal Health Coverage (UHC) targets (Septiani, 2025). This study focuses on analyzing the
challenges and strategies of health human resources in responding to global changes in the digital era
and provides recommendations to support improvements in the quality, distribution, and efficiency of
health services.

RESEARCH METHODS

This study employed a literature review design, examining various relevant sources, including
scientific journal articles, books, and research reports. The literature search was conducted through
several major databases, namely PubMed, ScienceDirect, and Google Scholar. Selected articles were
limited to publications within the last five years (2021-2025) to ensure the freshness and relevance of
the information. Data sources included empirical studies and theoretical reviews addressing the
challenges and strategies for managing human resources in health in the digital era, both in global and
cross-national contexts. The research results are then presented in a comprehensive discussion in this
article.

RESULTS AND DISCUSSION

A literature review conducted to analyze the challenges and strategies of human resource
management in health identified 10 relevant articles from various databases, published in the last five
years. These findings are then summarized and systematically presented in Table 1.

Table 1. Literature Review Results

No Author(s) Author(s) Title Research Research Findings
and Year and Year Design
1 | (Hossain, Hossain, The Perception of | Quantitative | The findings indicate that
Syeed, Syeed, Health and the digitalization of health
Fatema, & Fatema, & Professionals in Qualitative | services still faces several
Uddin, 2022) | Uddin Bangladesh Survey major challenges, including
(2022) toward the limited financial resources,

Digitalization of
the Health Sector

the absence of clear
medicolegal guidelines,
weak supporting
organizational structures,
and inadequate medical
education curricula in
developing digital
competencies. To address
these issues, long-term
sustainable planning,
coordinated economic and
technological investment,
and curriculum updates
along with training
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programs are required to
prepare and motivate health
professionals to adapt to and
actively participate in digital
health transformation.

2 | (Erfanietal., | Erfanietal. | Factors Quantitative | The study shows that the
2025) (2025) Influencing Study main challenge in
Digital Health developing digital health
Competence competence is the skills gap
Among among healthcare
Healthcare professionals, particularly
Professionals: A those with lower
Cross-Sectional educational backgrounds,
Study less work experience, and
limited use of digital
technology. This condition
affects readiness, including
ethical aspects of
technology use. Therefore,
targeted strategies such as
continuous training,
improved digital literacy,
and organizational policy
support are needed to
promote safe and ethical
technology use and support
successful digital
transformation in
healthcare.

3 | (Hammarén, | Hammarén, | The Management | Qualitative | The study finds that key
Polkki, & Polkki, & of Digital Descriptive | challenges in managing
Kanste, 2024) | Kanste Competence Study digital competence in

(2024) Sharing in Health healthcare include limited
Care: A resources, increased
Qualitative Study workload due to
of Managers' and technological developments,
Professionals' generational gaps in digital
Views skills, and the lack of a

strong knowledge-sharing
culture. In addition,
suboptimal managerial roles
in identifying and utilizing
digital competencies hinder
digital transformation.
Required strategies include
active management support,
continuous training,
intergenerational learning,
and the creation of a
collaborative and safe work
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environment to strengthen
digital competence sharing
and support successful
digitalization.

4 | (Jarvaetal., Jarva et al. Healthcare Qualitative | The findings indicate that
2022) (2022) Professionals’ Descriptive | the main challenge of digital
Perceptions of Study health competence is that
Digital Health some healthcare
Competence: A professionals are still
Qualitative unskilled and lack
Descriptive Study confidence in using digital
technologies in service
delivery. Strategies include
continuous training and
mentoring to enable
healthcare professionals to
use digital services
appropriately while
remaining patient-centered.
5 | (Numair et Numair et Barriers to the Qualitative | The study shows that the
al., 2021) al. (2021) Digitization of Study main challenges in
Health implementing digital health

Information: A
Qualitative and
Quantitative
Study in Kenya
and Lao PDR
Using a Cloud-
Based Maternal
and Child
Registration
System

systems include high
workloads, limited training
and resources, and low
motivation among
healthcare workers.
Required strategies include
adequate training provision,
simplification of work
processes, incentives, and
improved workplace support
to ensure sustainable and
effective implementation of
digital health systems.

6 | (Capasso et Capasso et “In This Era, the | Qualitative
al., 2025) al. (2025) Digital Era, Study
Telehealth Is a
Tool That We

Can Use to
Provide
Specialized
Care”: A
Qualitative
Evaluation of the
Implementation of
Programmes That
Use Digital
Health to Improve
Antenatal Care in

The findings indicate that
challenges in implementing
information and
communication technology
(ICT) in maternal health
services in remote areas
include limited digital
infrastructure, shortages of
healthcare personnel, and
weak administrative
support. Required strategies
include sustained
investment in digital health
infrastructure, strengthening
telemedicine policies and
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Rural and Jungle
Areas of
Honduras and
Peru

systems, and enhancing
human resource capacity to
ensure effective and
sustainable use of

technology.
7 | (Haimi & Haimi & Bridging Qualitative | The study shows that key
Inchi, 2025) Inchi (2025) | Distance, Study challenges in pediatric tele-
Delivering Care: nutrition services include
Pediatric Tele- limitations in physical
Nutrition in the examinations, unequal
Digital Health access to technology,
Era—A Narrative inconsistent financing
Review policies, and the need for
healthcare workforce
training. Strategies include
implementing hybrid care
models, improving
healthcare worker
competencies, strengthening
sustainable regulations and
financing, and promoting
equitable digital access to
support effective and
sustainable tele-nutrition
services.
8 | (Abuhammad, | Abuhammad | Strengthening Qualitative | The findings indicate that
2025) (2025) Ethical Practices | Study the main challenge in
of Patient Data implementing Al in
Confidentiality healthcare is protecting
and Sharing patient data confidentiality
Among Nurses in due to limited knowledge,
the Artificial training, and institutional
Intelligence- support for nurses. Required
Driven strategies include
Healthcare Era strengthening nursing
education, developing
ethical policies and
guidelines for Al use, and
improving institutional
governance to maintain
patient trust and ethical
standards of care.
9 | (Egbewande | Egbewande | Integration of Qualitative | The study shows that the
et al., 2025) et al. (2025) | Digital Health Study main challenges in

into Pharmacy
Education in
Nigeria:
Challenges and
Recommendations

integrating digital health
into pharmacy education
include limited
infrastructure, inflexible
curricula, weak
collaboration with digital
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for National health stakeholders, and low
Adoption technology adoption.
Required strategies include
curriculum updates,
strengthening infrastructure
and technological capacity,
enhancing collaboration
with stakeholders, and
developing training
programs to prepare
pharmacy graduates for
digital-era pharmaceutical

practice.
10 | (Idahor et al., | Idahor etal. | Infectious Qualitative | The findings indicate that
2025) (2025) Disease Study major challenges in

Surveillance in applying big data and
the Era of Big artificial intelligence (Al) to
Data and Al: infectious disease
Opportunities and surveillance include data
Pitfalls privacy and security issues,

unequal access to
technology, algorithmic
bias, overreliance on
automated systems, and
limited digital infrastructure
in low-resource settings.
Required strategies include
strategic investment in
digital infrastructure,
strengthening cross-sector
collaboration, developing
clear ethical and regulatory
frameworks, and applying
balanced approaches that
combine Al utilization with
human oversight to ensure
effective, equitable, and
responsible disease
surveillance.

Challenges Faced by Health Human Resource Management in the Digital Era

Along with the dynamics of global change and the acceleration of digital transformation, human
resource management in the health sector is facing increasingly complex challenges. These challenges
include limited financing, constraints in health human resources—such as inadequate education and
training—as well as low levels of collaboration with stakeholders within the digital health ecosystem.

One of the main challenges in health resources is financing. A study by (Hossain et al., 2022)
states that the digitalization of health services faces various obstacles, including limited funding, the
absence of clear medicolegal guidelines, and weak organizational support. This is consistent with the
study by (Haimi & Inchi, 2025), which indicates that pediatric tele-nutrition services continue to
encounter challenges, particularly inconsistencies in financing policies.
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Another major challenge is the lack of digital competence among health human resources. (Jarva
et al., 2022) report that the development of digital health competencies is still constrained by limited
skills and low confidence among healthcare workers in using digital technologies. Similarly, (Numair
et al., 2021) find that the implementation of digital health systems continues to face challenges such
as high workloads, limited training and resources, and low motivation among healthcare personnel. In
addition, educational curricula that are insufficiently adaptive to technological advancements and
suboptimal supporting organizational structures also pose challenges for health human resources in
the digital era.

(Erfani et al., 2025) further highlight disparities in competencies among healthcare workers,
particularly among those with lower levels of education and work experience, which result in low
readiness and limited understanding of the ethical use of digital technologies in Bangladesh.
Infrastructure gaps, especially in regions with limited human resource capacity, as well as weak
protection of patient data confidentiality due to insufficient knowledge and digital competencies, also
constitute significant challenges. This is aligned with (Abuhammad, 2025), who emphasizes that the
implementation of artificial intelligence (Al) in healthcare services raises concerns related to patient
data confidentiality, influenced by limited knowledge, training, and institutional support for nurses.
Likewise, (Idahor et al., 2025) note that the application of big data and Al in infectious disease
surveillance faces major challenges, including data privacy and security issues, unequal access to
technology, algorithmic bias, and limited digital infrastructure in low-resource settings.

Another challenge concerns the low level of collaboration with stakeholders in the digital health
ecosystem. (Egbewande et al., 2025) report that the integration of digital health into pharmacy
education is hindered by limited infrastructure, curricula that are insufficiently adaptive, weak
collaboration with digital health stakeholders, and low levels of technology adoption in Nigeria.
Health Human Resource Management Strategies to Address Global Changes in the Digital Era

Strategic health management in the digital era is a structured approach that leverages digital
technologies to enhance efficiency, access, service quality, and the competitiveness of health
organizations. Digital-era health management plays a strategic role in driving the transformation of
healthcare service systems toward greater efficiency, responsiveness, and sustainability. This role
includes the development of long-term visions, policy innovation, readiness of technological
infrastructure and human resources, as well as the implementation of digital governance that ensures
data security and the protection of patient privacy (Saimi, 2025). The strategic management process
consists of three main stages: environmental analysis, strategy formulation, and strategy evaluation
(Barney, J. B., & Hesterly, W. S., 2019).

First, environmental analysis involves assessing internal factors such as resources and
organizational capabilities, as well as external factors such as policies, technology, and market
dynamics. This is consistent with (Jarva et al., 2022), who emphasize the importance of continuous
training and mentoring to ensure that healthcare workers are able to utilize digital services optimally
while remaining patient-centered. Similarly, (Haimi & Inchi, 2025) state that necessary efforts include
the implementation of hybrid service models, enhancement of healthcare worker competencies,
strengthening of sustainable regulations and financing, and the promotion of equitable digital access
to support effective and sustainable tele-nutrition services.

Second, strategy formulation refers to the development of long-term organizational directions
and objectives based on the results of environmental analysis. This aligns with (Capasso et al., 2025),
who argue that strategic efforts should include sustained investment in digital health infrastructure
development, strengthening telemedicine regulations and systems, and enhancing human resource
capacity so that health technology implementation can be effective, integrated, and sustainable.
(Egbewande et al., 2025) similarly note that required strategies include curriculum renewal,
strengthening infrastructure and technological capacity, increasing stakeholder collaboration, and
developing training programs to prepare pharmacy graduates for practice in the digital era.
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Third, strategy implementation and evaluation involve executing the formulated plans,
measuring performance, and adjusting strategies as necessary to ensure alignment with environmental
changes and the achievement of organizational objectives. In line with (Hossain et al., 2022), this
requires long-term sustainable planning, coordinated economic and technological investment, as well
as curriculum updates and training programs to prepare and motivate healthcare workers to adapt and
actively participate in the digital transformation of health services. (Idahor et al., 2025) share a similar
perspective, emphasizing that strategies should include investment in digital infrastructure,
strengthening cross-sector collaboration, establishing clear ethical and regulatory frameworks, and
balancing the use of Al with human oversight to ensure effective and responsible disease surveillance.
The Role of Innovation in Preparing Health Organizations for Future Challenges

The application of innovation in managing healthcare workforce performance has a positive
impact on improving the quality and effectiveness of health services. (Idahor et al., 2025) state that
disease surveillance requires an approach that balances the use of artificial intelligence (Al) with
human oversight to ensure effectiveness and responsibility. The implementation of ethical Al
guidelines and the strengthening of institutional governance are also crucial to maintaining patient
trust and ethical standards in healthcare services (Abuhammad, 2025).

Innovative performance management of healthcare workers requires continuous education
and training support to enhance digital competencies and accelerate the digitalization of health
services. Systematic and constructive feedback mechanisms play a vital role in promoting
adaptability and improving healthcare workforce performance. In addition, organizations need to
formulate and support goals and action plans tailored to the context and needs of each work unit
(Hammarén et al., 2024).

CONCLUSIONS

Digital transformation in the healthcare sector presents multidimensional challenges for human
resource management in healthcare, including limited funding, a digital competency gap, uneven
infrastructure, and ethical and data security issues. The study's findings indicate that the success of
digitalizing healthcare services depends heavily on the readiness and capacity of healthcare workers,
supported by adaptive policies, sustainable investment, and ongoing education and training. Therefore,
implementing innovative, collaborative healthcare human resource management that focuses on
strengthening digital competencies is key to supporting an effective, inclusive, and sustainable
healthcare system amidst global change.
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