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Abstract

The use of image media information has several weaknesses, one of which is that it is easy to be manipulated by
certain parties with the help of currently developing technology. Efforts that can be made in increasing the security
of sending image information are cryptography, which is the science and art of maintaining message security. In this
study, the OTP, RSA and MSB (Most Significant Bit) steganography methods were applied which aim to obtain a
stronger cipher by inserting a message into the image so that it is difficult to tap. OTP and RSA algorithms for
encrypting and decrypting, MSB (Most Significant Bit) Steganography which is used for encoding and decoding
images. The results of this study indicate that by applying the OTP, RSA and MSB (Most Significant Bit)
Steganography algorithms can secure messages that are inserted into the image and secure the key for data needs.
The encoding and decoding process time is affected by the number of messages to be kept secret.
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INTRODUCTION

Data exchange or transactions are things that are widely done in everyday life in the era of
rapidly developing technology. The information sent is confidential or private. Therefore, data needs
to be encoded or kept secret so that it is not known by irresponsible parties.

Cryptography is the science and art of keeping messages safe when messages are sent from
one place to another. Cryptography is one of the components that cannot be ignored in building data
security on a computer. The One Time Pad algorithm belongs to the group of symmetry
cryptographic algorithms. One Time Pad (pad = paper block notes) contains rows of characters - key
characters that are randomly generated, and their randomization does not use a specific formula. If
the key is completely random, used only once, and maintained its confidentiality well, then this OTP
encoding method is very powerful and unbreakable.

In data security, cryptographic techniques will generate ciphertext that will arouse suspicion
to third parties that the data transmitted is confidential or important data. Therefore, other techniques
are needed to dispel these suspicions. A technique that serves to hide data without arousing
suspicion to third parties is Steganography.

Steganography in particular is a science, technique and art of how to hide confidential data in an
image media so that the existence of the confidential data is not known by others. The
steganography process is to hide data (embedding) on a medium, then through the extraction process
(extracting), it can display the original data that is hidden. Steganography also has various
concealment techniques, one of which is the MSB (Most Significant Bit) Technique.
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Figure 1. Research Workflow

The explanation of the research workflow picture above is as follows:
1. Preparation

This stage is the initial activity in conducting research, namely by making a background
problem then the formulation of the problem then limiting the problem to be solved and determining
the goals and benefits of this research. After that, the author determines the image to be encrypted
encoding and decoding decrypted which later the image is encoded and cannot be opened by a third
person.
2. Theoretical Studies

In this stage, the author collects various theories both from books borrowed from libraries,
journals and the internet to support the research to be carried out. The theories collected include
securing the insertion of messages into images, OTP algorithms and RSA Steganography MSB,
visual basics and images.
3. Collection of Theories

At this stage, the author conducts a Library Study (Library research) Library study is carried
out with the aim of knowing what methods will be used to solve the problems studied, as well as
getting strong reference basics in applying a method that will be used in this thesis, namely by
studying books, journals or internet sites related to the problems to be discussed.
4. Design

At this stage, the author performs or makes calculations manually with the OTP algorithm
and RSA Steganography MSB which then designs the system to be built.
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5. Testing and Implementation

a. This stage is a very important stage, namely testing and implementing the system that has been
created. This stage is based on the design that has been carried out. Implements the MSB OTP
and RSA Steganography algorithms into a Microsoft Visual Basic Net 2010 programming
language.

b. Perform and run the program to see the results of the insertion of the k message in the encoded
image, whether there is still an error (error).

c. Correct revisions to the design of program applications that experience errors (errors).

6. Final Stage

At this stage, the author will discuss the conclusions and also suggestions from the results of
the research that has been carried out.

System Analysis

System Analysis is defined as a technique used to understand and create specifications with
details of what the System should do. With the analysis of the system, the system to be designed is
expected to be better and easier in the next system development. The purpose of this system analysis
itself is to help model the design of the System to be implemented in tangible form.
Problem Analysis

Developments in the field of online technology as they are today have allowed everyone to
exchange information with each other without any restrictions on distance and time. It is not closed
to the possibility of data leakage during the information exchange process carried out, so that the
sender of the information. So it can reduce threats that can occur in the exchange of confidential
information in a data communication process can be done by coding the information that will be
stored or sent quickly and accurately. The problem in this system is how to secure the exchange of
information, especially in the form of messages inserted into the image.
The Role of The System

In the application system of insertion of messages in this image the author uses the OTP
Algorithm and RSA Steganography of the MSB File in resolving the problem. Where this design
uses a flowchart to find out how the encoding encryption and decoding decryption processes will be
designed in a system.
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RESULTS AND DISCUSSION

Discussion of System Interfaces

The appearance of the image repair system that has been designed using the Visual Basic 2010
programming application, with the application of OTP, RSA and MSB Steganography algorithms in
insertion of messages on the image, which is as follows:
System Main Page View

After the program is run, the system will display the main page of the system that has been
built, in the main page view of the system there is a menu that can be used by the user, namely the
main page menu, generate keys, encryption encoding, decoding decryption and exit. The main page
display of the system is as follows:

o - <
RISEKEY ~ENCODING ENCRYPTION  DECRYPTION DECODING

NUSB FTHEGATNOGRIMEN N T IESSIAGTE T SBRIOICTS
TECHBNRQQUESO IAGES CYITII O, AND REA_SLCGORFIIEUS

Figure 4. Main Page View

Key Rise Process Page View

In the key rise view displays several lines for the key awakening process, in this view the
system user must store a key which later to be used in the encryption or shortening of the message to
be secured, the key rise page view is as follows:

el — O =

RSA key p=13
q =31
n=pxg=13x31=403

P 12 tn)=p-1x{g-1)={13-1)x(31-1)=360
e =253

Q 31 Search for values d =
d.emaodtin)=1

N 403 d . 253 mod 360 = 1
37 . 253 mod 360 =1

E 253 5361 mod 360 =1
1=1

D 37 Sod=37

Rise Key RSA Save Key

Figure 5. RSA Key Rise Menu Display
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Page View Encryption Encoding Insertion Of Messages On Imagery

In this display, the system will display the Message Input to be secured, after that enter the
key where the result of encryption inserts the message with the OTP algorithm, then the OTP
calculation appears. Next, carry out the encryption process of the RSA algorithm to enter the public
key, then the RSA calculation appears. Next will input an image that will be selected after that carry
out the encoding process where the MSB steganography calculation will appear and the results of
the encoding that have been inserted will appear, then it will save the image that has been inserted.
Button resets to reset if there are any errors, and Button exits when it has finished encoding
encryption. The display of the encoding encryption page is as follows:

- X
o' RISEKEY ENCODING ENCRYPTION  DECRYPTION DECODING -3 X
Message Input :
File: Teksta Browse OTPF Encryption Calculation: RSA Encryption Calculation:
| studied the program Kunci = cryptography ~ Kunci e = 253 ~
OTP key el 73 RSA Public Key Kuncin = 03
char=| =7
cryptography (172" 253)mod 403 =3 =1
. lchar = =32
OTP Encryption (32 + 114) Mod 256 =146 = 0 403 char = =146
(146" 253 mod 403 =354 =T
lchar =5 = 115 Load Key RSA encryption
(115+ 121} Mod 256 = 236 =i char =i= 236
e (236 * 253 mod 403 =262 =C v
Message Length : 21 Message Length: 21 : 2

Size : 21 Bytes Size: 21 Bytes
‘Running Time : o

MSB insertion :

yang akan disisip =
0000000000000011000000110011011000000010001111100000000101001100000000110100110000000
0100000101100000000000011010000000001010101000000010010110100000001011000000000001001
0010000000001001000000000000110100010100000011001101100000001101001100000000000001001
00000000001000111 1111 0000010110000001000111010

Red = 11001101 disisipkan 0 = 01001101 = 77
\Green = 11100110 disisipkan 0= 01100110 = 102
Blue = 11100000 di 0=01100000 = 56

Red =11100111d =01100111=103
(Green = 1111101 n 0=01111011=123

Red = 11011101 disisipkan 0= 01011101 = 93
\Green = 11100110 disisipkan 0= 01100110 = 102

L Peguningan oo Bue = 11101111 disisipkan 0= 01101111 = 111
P — . Red = 11100010 disisipkan 0 = 01100010 = 38 esed
Size: 214KE (Green = 11101011 disisipkan 0 = 01101011 = 107 Heset
= Blue = 11110010 disisipkan 1= 11110010 = 242
Browse Encoding Red = 11010111 dsispkan 1= 11010111 = 215 Close
(Green = 11101010 disi n 0 =01101010 = 106

=0 -
0=01010111=87
0 - AT11110T - 125

Figure 6. Page View Encoding Encryption

Page View Decoding Decryption of Message Insertion On Imagery

In this display, the system will display the Input Image password and will decode and appear
the MSB steganography decoding calculation, enter the private key to decrypt RSA, the RSA
decryption calculation will appear then enter the same key in the OTP algorithm decryption process,
then the OTP decryption calculation will appear and the original message content will appear. Next
will do save the message. Button reset to reset if there is an error, and Button exits when it is
finished decoding decryption. The decryption decoding page looks as follows:
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OTP Decryption Calculation:

e ¥o
U ADCATTIGelIOA

Kunci = cryptography
char = - =172

(172 -99) Mod 256 = 73 =1
char= =146
(146 - 114) Mod 256 = 32 =
char =i =236

(236 - 121) Mod 256 = 115 =5
char = & = 228

(228 - 112) Mod 256 = 116 =t

char=& =233
(233-116) Mod 256 = 117 =u

Message Length: 21
Size: 21 Bytes

Running Time :

CONCLUSION

iew Decoding Decryption

Private RSA Key

b
N 403

Load Key RSA decryption

Decryption Result :

| studied the program

Save
Reset

Close

1. In insertion of messages into the image is successfully implemented and is able to carry out the
process of encoding encryption and decryption decoding more and more of these messages, the
time for the encoding encryption process and decryption decoding will take a longer time, the test
results on the system are obtained that messages that have undergone the encoding encryption
process and decryption decoding with OTP, RSA and MSB Steganography algorithms, has the
same information content as the original message that has been inserted.

2. Insertion of messages on images by using OTP, RSA and MSB Steganography to keep messages
private goes well. the message was successfully inserted into the image by means of encryption
encoding and decryption decoding processes, experiments carried out on OTP, RSA and MSB

Steganography.
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